Government 051  (All Government)
   Security

Government members discuss a variety of IT security issues during this April 2010 WebForum.  NOREX retains the original, un-edited version, in order to facilitate future networking.  Contact your NOREX Member Care Team for assistance.   Please note that this is a transcript of an audio conference and it may contain misspellings and grammatical errors.  The names of participants have been abbreviated, and their organizations have been deleted from this transcript. 

2Encryption being used with minimum impact to end users


2Blocking use of thumb drives and USB ports


3Secure documentation transfer vs. online communication


4Denial of service attacks


5Botnets


8Hacking from foreign countries


9Performing active workstation monitoring of users


10Encrypted wireless point-to-point solutions


10Application hardening


12Contributed Documents:




NOREX WebForum
Security

April 15, 2010

Moderator: Good afternoon everyone. Thank you for joining today’s Norex Security discussion dedicated to our members in the government sector. 
TOPIC:  Encryption being used with minimum impact to end users

Aaron C.: Encryption is coming to the forefront with many of the incidents being reported publically now. We also have some regulatory legislature that has been passed such as the High Tech Act under the ARRA. It has actually given reach of the Safe Harbor kind of status use of encryption. ADHS, we ____ from MacAfee for our laptops and we are investigating using it for file and folder encryption for other external storage devices like USB drives, CDs and DVDs and that sort of thing. Unfortunately there is a little bit of user interaction with the laptop encryption because we do something called full disk encryption that includes pre-boot authentication which means that before anything on the hard drive can be accessed you must authenticate through the encryption software. We investigated doing it post boot which means it would authenticate along with your Microsoft credentials and just log into your PC but that did not give us the full disk encryption that we needed for that safe harbor status with encryption. So in order to really improve you have got to involve the users. I know that the encryption companies are moving towards integrating the authentication to the encryption product and to the OS to a pre-boot status. It should be coming out in the next 6-12 months. As it stands right now we do have a separate authentication path. The product we use is MacAfee Endpoint Encryption. It was formerly know as SafeBoot. 
Isabel A.: This is not something that we implemented that worked but… I am not part of the email group but this morning we are having a blood drive and I had to interface with one of the healthcare providers to get some information. They sent an encrypted email that came through very nicely, Microsoft Exchange hosted encryption, all of the health related information. I can’t give you any details because I don’t work with the technical end of it but I can say with the end result, I have never seen it before and it came through. It was all very easy; very intuitive and easy to open and display and get to my message.

TOPIC:  Blocking use of thumb drives and USB ports

Moderator:  Is anyone blocking use of thumb drives or USB ports? What has been the end user response? 
Tim S.: We block all types of USB access for our users. If the user can demonstrate a business need for some type of USB device, typically a storage device, then we will look at that on a case by case basis. For the most part by default users are not allowed to use any USB storage devices on their machines at all. The response from the users, this was put in place before I was here but the ongoing response form the users has been pretty nonexistent. They realize that our board has mandated this and that there are procedures in place. If you do need the access there are ways to get it. So it doesn’t become a major issue most of the time. We do occasionally have a few people who gripe about it but for the most part it is a non-issue for us. 
Jeff B.: Yes we have been blocking thumb drives for about a year. Actually we haven’t received any kick back but I think that we don’t have a lot of use of it here. We have maybe a handful of people that probably would have some documents that they would want to import. I guess that is an important point to make as well. Even with the exceptions that we allow we do continue to block executables from being installed on the thumb drive. 

Moderator:  Thank you Jeff. Do you also block your USB ports?

Jeff B.: No. 

Tim S.: Well we block basically everything that connects to USB ports. We are particularly concerned with anything that has a storage capability but for the most part we will block most anything that connects to the USB port besides a keyboard, mouse, printer or that kind of thing. 

Moderator:  Thank you Tim. William you raised your hand too. DO you block the USB ports William?

William T.: No, I was interested in Tim’s earlier comment that they are blocking the thumb drives and USB ports based on board action. I know that you have said that you have come into the shop Tim, after this was happening. Do you know what was used as the argument to the board for blocking it?

Tim S.: Actually it was driven by the board themselves. They raised the issue. At that time we had a board member who was somewhat tech savvy. He was very interested in security. If I have understood the history of this correctly it was his idea to do this. 

William T.: Thank you very much.

TOPIC:  Secure documentation transfer vs. online communication

John: To describe my situation on our website we have a part o the website that is a secured area. Our members can get on. It is password protected and everything. They can interact with us. In the near future we are looking at the idea of providing a document such as a pdf document where a member could get on there from their home and look at them. Maybe it is a 10-99 or whatever and it would have sensitive information on it. What we are concerned about is that with certain browsers you are not going to have control over the fact that the pdf or whatever kind of document it is may open and create a temporary copy of that file on the user’s PC someplace. The concern is that it has sensitive information and it would be left there if the person using it happens to be using a public PC or something that is shared or working at a kiosk; that poses a risk. So we are wondering if anyone else has gone down this road and has dealt wit this situation and might have some suggestions. 
William T.: It is a very interesting question to us. We have got a project that is active right now and one of the future phases is this same question. We don’t have a solution. We are very much interested in the same topic area. We want to be able to give our members secure access to their own information and we are confident that we are moving forward in that direction but to allow them to pull down pdfs or documents we agree is a risk that we don’t know a solution to. So John as you are moving forward I might like to keep in touch with you if you have got people working on this. 

John: OK.

Moderator:  So obviously it is quiet because no one else has really determined a solution that they are comfortable with either. We could have some great interest.

John: I can tell you two things that we have heard of at least but we haven’t been able to check into yet is something called Adobe Life Cycle or something like that. That may be able to help in this situation. Then another idea I guess was to set it up so that the user would open it up in more of a viewer situation instead of just opening up the actual document. I have to warn you that I am not a developer myself so I really can’t go into more detail about that. 

Moderator:  John, thank you for sharing your research. Does anyone think that they have a contact for him that they may have more information is you are considering doing this? I guess this is early on John and we will look forward to more progress in this area in the future. 
TOPIC:  Denial of service attacks

Moderator: Doug can you give us a little bit more detail on your topic?
Doug: Basically I was asking the question because we are in the process of changing the state 911 infrastructure and the network if you will from a wire line based twisted pair network to an IP based network. There is a significant interest in the public safety community in guarding against denial of service attacks. The scenario would be if there was going to be some kind of an actual damage attack on infrastructure such as the ______ Bridge, just to name something in __________, that parallel to that what would happen is the perpetrators of that action might institute a denial of service attack to all of the public safety agencies to prevent 911 calls and other reports of damage reaching emergency responders. So I was curious. I think there was another question that I also posed that goes along with this. The federal government has obviously some very robust protection devices and protocols and policies that they use for their own secure networks. While I would never expect them to share exactly what those are I was wondering if there was any way to invoke their security experts to help us. _______ is a pretty big state and there is a lot at risk out here. So I was just after any knowledge base or help that anyone might have out there. 
Moderator: Either of the topics folks; do you have any comments at all for Doug please? How does the federal government protect IT assets? Denial of service attacks. Why is it so quiet?

Doug P.: I think probably it is because nobody has an answer to it. This has been kicked around in the public safety area for a long time, not just within _____. It is really a thorny issue to try to resolve. That is why I wanted to lay it on the table. I was hoping that maybe your base of experts here might be able to help. 

Moderator:  It appears that no answer is the answer at this moment, at least for the folks on the call. Has anyone looked into this at all or done any research at all on this? Sorry Doug. We have got noting today for those topics.
Doug P.: Well I will remain with the anchovy on my tongue then.  (Humor.)
TOPIC:  Botnets

Moderator:  Botnets is your next topic. Is that basically a term for software agents, is that right? Agents that run automatically, is that right Doug?

Doug P.: Well yes and I think part of the way that you protect against that is exactly what some of the other experts on the bridge have said. You block USB ports and stuff so that people can’t import these things. Of course executables can be transmitted as email attachments too. Well I don’t need to explain it. People know what botnets are. We want to keep those out of the public safety arena and certainly the 911 network. So I am always interested in input that creative people have to protect against that. 

Jeff B.: We also block executables through email. We use a web content filter to block the ability for people to download from the internet. Of course we also have a strong antivirus end point protection solution. 

Moderator:  Can you share a little bit more detail on how you do that or products that you may use?

Jeff B.: We are currently a Surf Control shop for web content filtering. They were acquired by Websense. We are in the process of migrating all of our Surf Control rules and policies into Websense and also utilizing a bluecoat proxy appliance with that. For our endpoint protection we use Symantec. 

Doug P.: Is Websense a product then or is that a company that makes a product? 

Jeff B.: That is correct.

Doug P.: I will look into that. Thank you. That could be quite helpful to us.

Moderator:  Websense, we have heard a lot of Websense from our NOREX members before. Are they owned by another company?

Jeff B.: Websense is actually the company. I don’t know if there is a product name. I think it is just Websense Web Content Filter. 

Moderator:  Excellent, thank you. We will research that and have it in the transcript too.
Doug P.: I appreciate the help. Thanks.

Moderator:  Andrew, did you have a comment for this topic?

Andrew G.: Yes, we have a number of solutions that we use to deal with botnets. One of them like you said is the URL filtering which actually we use Websense also, enterprise filtering. We are actually coming to the end of our license period with that so we have started researching a couple of the cloud filtering options because that is what we use currently with our email for spam and antivirus filtering we are using Webroot. So we have started evaluating three or four of the top Gartner picks. So we have evaluated Webroot, Zscaler and we are going to start with MacAfee next week. We are basically the ISP for the state of New Mexico so we have to deal with a lot of state agencies that use us for IP services. Another thing that we use for botnets is at the ISP connection. We use an intrusion prevention system; TippingPoint. That has actually helped out quite a bit. We installed that, we implemented it last May. I am constantly on that thing (?) and it is just thousands and thousands of blocks. By using the TippingPoint recommended signature attack signatures it is just amazing. I just wonder how we got by without it. TippingPoint was one of the top Gartner picks but there are a number of them. Cisco has Sourcefire. We went through an evaluation process with those also. So we found that between the IPS and the URL filtering and the email for spam and other fishing attacks-- we still get stuff. We get attacks we are dealing with a phishing outbreak today but it has helped out quite a bit. 
Websense - http://www.websense.com/Content/Home.aspx
ArcSight - http://www.arcsight.com/
TippingPoint - http://www.tippingpoint.com/
Web Root - http://www.webroot.com/En_US/index.html
SurfControl by Websense - http://www.websense.com/content/surfcontrol-welcome.aspx
SkyFiber - http://www.skyfiber.com/2.0/
Moderator:  Great information. Thank you Andrew. In any of your evaluations do you have anything documented to share with the group?

Andrew G.: Actually I do for the IPS. I can share that with you.

Moderator:  That is fantastic. NOREX will connect with you. Of course we will have that cleansed and make it available in the library if that is all right.

Andrew G.: That is a good idea. Actually we did another evaluation with a sim event management or event correlation that we are in the process of implementing. I can share that with you and then once we get through with our URL filtering that will be in a few months. But yes, I will share that with you. 

Moderator:  Fantastic, a great example of NOREX networking and information sharing. On a sim event management, products that you are evaluating? People may be curious.

Andrew G.: Again we went with the top Gartner picks to look at. One of the things is that every group in our organization has their own syslog; one for the network group, one for security, one for servers, and one for mainframe. After going through a number of security assessments that was one of the top findings was that we needed some type of central log management. With that we tried to push it one step further with all of these logs it is just impossible for even a group of ten to review logs on a daily basis. We through we would get some kind of correlation engine that would help out looking at logs, putting events together and alerting, looking at the vulnerabilities and the different attacks to the firewall from the IPS, from the server. So we actually went through that process and we choose ArcSight. They have high end and they actually start at a middle enterprise product which is ArcSight Express that looks like that is going to work for the state and give us some ghost (?) capabilities. That is the one that we selected. 
Moderator: Thank you. That product was ArcSite. Good information. Thank you. 
TOPIC:  Hacking from foreign countries

Moderator:  Hacking from foreign countries. Are you experiencing that in your state, Doug?

Doug P.: No, not yet, but we don’t want to either. We really want to have a robust firewall to prevent that. I am interested in creating solutions and ideas because I don’t pretend to be an expert on this stuff.

Moderator:  Has anyone had experience here or collected any information protecting from hacking from foreign countries? 

Andrew G.: Being an ISP for the state of _______ we see this all of the time. What we have done as the ISP router in the past we used to specify what ports we were actually blocking from the internet and allow everything else. So we have reversed that so we had all of the agencies, all of our customers, specify exactly what ports they need opened and what the destination would be. So we started writing firewall rules to allow only certain ports and to certain destinations. After looking at best practices throughout the web and dealing with law enforcement agencies like the FBI and homeland security, and we are actually part of the MSI SAC (?) is that how important it is to do outbound firewall rules also. There are 65,000 data ports available to transmit over and it is almost impossible--it is not a good idea to just have an open policy where you are allowing communication all over those ports. So it is really just a matter of getting with your customers and your users and finding out exactly what it is that they need and only opening those ports inbound and outbound. That is going to do like 85% of your protection. 
Doug P.: That is great, thanks.

Moderator:  Any other comments? Andrew, do you see certain countries where this is happening more than others? Anyone stand out? 

Andrew G.: It is really hard to tell from just looking at logs. You just see numbers flying by. Our intrusion prevention system the TippingPoint has a website that once you subscribe their maintenance support comes with it and there are listings of top countries that are attacking. It actually gives you IP addresses and how many hits they have seen from these countries attacking the different places in the US. So a lot of times I will get onto that site and I kind of monitor our firewall or our IPS to see if we have had any hits form those countries. Then also it will tell you the IP address but it will also tell you the ports that they are actually trying to attack on.

Moderator:  Good information and that is with your TippingPoint solution?

Andrew G.: Yes.

TOPIC:  Performing active workstation monitoring of users

Moderator:  Are there any participants that perform active workstation monitoring of their users? If so what data is collected? What is the collected data used for? Sam can we hear a little bit from you first?
Jeff B.: We do web monitoring through our web monitoring product. It is not something that we actively look at but if a manager requests the data we can certainly provide them a report for their specific employees.

Moderator:  What do you use to monitor, Jeff? 

Jeff B.: That would be SurfControl within Websense. We did look at some what I call ‘Big Brother’ products. Upper management decided not to pursue. It would do key logging. It would do emails and everything that anyone on their computers was doing so that you could capture everything that employees were doing. 

Man: How far back can you go historically?

Jeff B.: With the web monitoring or with the ‘Big Brother’ stuff that we were looking at?

Man: Well both.

Jeff B.: The Big Brother stuff I honestly don’t recall because we evaluated that probably about six months ago and it is beyond my memory to recall the three products that we looked at. As far as web monitoring goes you can go back. I think we purge our logs after a year because we feel that if someone hasn’t requested the data after a year it is probably not worthwhile to hang on to. I don’t know that there is an actual time limit. It is pretty much able to hold as much as you have storage space for. 
Moderator:  Any other comments? It appears not very many people are monitoring the workstations in any way; web activity, web browsing, screen shots etc.  

Jeff B.: One more quick comment on this. The last question was; what is the data used for. In our case it was obviously to make sure that employees were working instead of doing things that they shouldn’t be doing. 

Moderator:  Got it, just use of their time.

Jeff B.: Correct.

TOPIC:  Encrypted wireless point-to-point solutions

Moderator:  Dick from Ohio has the next topic but could not make today’s event. We are looking for an encrypted wireless point to point. If anyone could be a contact for Dick we would appreciate this. He is looking for an encrypted wireless point-to-point solution that will handle 10Mbps Ethernet with directional antennas over a distance of 16 miles. Has anyone got any experience here or know of a contact for Dick on this? No one on the call is doing this at all, encrypting wireless point-to-point? The NOREX Member Care team has been a little stuck on this one. 
Brian F.: I am not sure. We are just investigating a secondary ISP link at this point. We are looking at a company called SkyFiber and they offer a carrier grade link using infrared. I think they told us that the optimal maximum range is one mile but at those speeds they look at 100 megabit and up. So I don’t know if they have anything else to do long range but that was the potential option. 

http://www.skyfiber.com/2.0/
Moderator:  Thank you Brian. We appreciate it. 
TOPIC:  Application hardening

Moderator:  Final topic is Evelyn’s; application hardening. Evelyn, are you on? We might need a definition.  Protecting the critical apps, is that right?

Evelyn P.: What we are looking for, and you are right, I looked up and there are several different definitions. What we are primarily concerned with is making sure that people don’t get data through our applications that aren’t intended to.  So for example one thing that we do is we are closing any unused ports. I think somebody else mentioned that. We are protecting the user ID and passwords, that kind of thing. We are making a little checklist of things to look for. One thing that I was asking myself was whether it was necessary to disable tracing and debugging for example for that kind of thing. 
Andrew G.: For application hardening really to us it is something that is specialized. What we did is we found a resource in one of the universities here in New Mexico that has a team that specializes in that. So any time we have an application that is going to production we recommend that they get with this university and they do an application security assessment where they can go and look for classic (?) vulnerabilities or any type of application vulnerabilities before it goes into production. These are typically web applications but it could be client server based also. There are so many different things to look for. Now there are a number of application firewalls that agencies put in front of the applications so they don’t have to go through that process but there are a number of contractors that specialize in security and posture assessments that usually one of their specialties would be instead of just looking at your network and looking for vulnerabilities in workstations they concentrate on applications. So that might be something that you might want to go down that path. I can also if you are interested in using this university is a not for profit. They do that, I think they have worked with the federal government to do application analysis and assessments. I can get that information to you if you would like.

Evelyn P.: That would be interesting. What I was looking at, at the moment, was applications that are within our firewall and not so much...

Andrew G.: Even at that if the application is out to the internet it is open to port 80 through your firewall there are number of vulnerabilities that you can have over just that port. It is getting through your firewall to your applications. 

Evelyn P.: What I am trying to say is employees are using it within the firewall and not outside. 

Andrew G.: OK, well if you think about it if one of those employees has an infected machine with a botnet on it or something they can have access to that application. Then they have a backdoor out to the internet. So whether it has access to the internet or not it is pretty important that you do an assessment on the application, especially if you are worried that it could get hacked from internal employees or from the outside. 
Evelyn P.: That is a good point.
Moderator:  The info that you had from the University of New Mexico, if you want to please send that to Norex that would be very helpful. We will add it to the transcript. Thanks so much. Andrew you have been a wealth of knowledge on the call and we appreciate it. Any additional topics that anyone wants to bring up.

John: I just wanted to mention, there were some previous questions about denial of service and how the federal government protects access. The person who submitted those questions might also want to head down the path of reaching out to business continuity experts because I know that they are typically involved in designing the programs, whether it is government or private industry that they will use to protect assets. They will often cross paths with the IT security people and work with them to create pretty extensive plans like that. 
Moderator:  Good comments. Thank you. Our next government call is going to be May 20th on the topic of Virtualization so we hope your organization will join us again soon. 
End of discussion
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